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Plugtests Observations
As a result of the Plugtests event activities some issues in 3GPP Technical Specifications (TSs) and related standards were identified together with practical deployment problems that may demand some clarification or feedback from the related SDOs. We have classified those aspects into the following two categories:

· Observations on 3GPP Standards: Missing, erroneous or ambiguous definition of procedures in 3GPP’s MCS TSs.

· Technical constraints: Related to implementation issues, not covered by the standards, but which need to be faced by MCS vendors in most deployments.

The reader should note that 3GPP TS approved in December 2017 (mostly 14.4.0) were considered for the second and third Plugtests event and some fields may have changed or have been already solved.

The third MCX Plugtests event team wants to thank all the participants in the Plugtests for kindly sharing the following lessons learned. Specific actions towards pushing this feedback to relevant TSGs in 3GPP have already been started at the time of the release of this report.

1.1
Observations on 3GPP standards
1.1.1
MCPTT Administrator designation and checks

Not only on 3GPP TS 24.484, but on other MCPTT related standards, the so called "MCPTT Administrator" is mentioned several times. However, in no document it is specified how this special MCPTT User is identified or distinguished from other regular MCPTT users. For CMS in particular, it is important to clarify this point, as this is the only user that can provision/manage configuration documents in this server. The checking mechanism should be specified. It is suggested to check the MCPTT ID of the access token against a configured value in the CMS. 

1.1.2
MO and XML Document relationship

It is mentioned in 3GPP TS 24.484 , Figure 4.2.2-1, that following the bootstrap procedure, UE must download the "MCS UE initial configuration MO" and the "identified default MCS user profile configuration MO". This point is somewhat confusing, because it differs greatly with the wording regarding other CMS documents, where it clearly states that the UE must subscribe to the XML document.

In the case of these two documents (MO's) the TS does not mention the XML format for the documents, but the MO format. And it does not say the UE must subscribe, but simply download those documents. All of this seems to imply that the procedure to follow is wildly different from the regular CMS XML documents. 

But, then, reaching section 7.2 of 3GPP TS 24.484, there is a XML definition for the "MCS UE initial configuration document" (note here the notation change from "MO" to "document"). 

So, it needs to be clarified whether these two documents must be handled as normal XML CMS documents or have a different handling procedure. Based on what is specified in section 7, these documents should be handled the same way as the rest of the CMS documents. And thus, that figure and accompanying text should be changed to avoid confusion. 

1.1.3
UE-init-conf and UE-conf storage paths and access URIs

It is mentioned on 3GPP TS 24.484, sections 7.2 and 8.2 that "The master MCS UE (initial) configuration document name is assigned by an MCS administrator when the document is created and is stored in the user directory of that MCS administrator." So it is clearly defined where MASTER UE (initial) documents belongs to. These must serve as a template for generating specially targeted configuration documents that eventually are fetched from the correspondent UEs. But the standard does not indicate what URI must the UEs use to access those documents. It is highly improbable for the UEs to be capable of getting the documents from the MCPTT Administrator User's Tree, as this is the only defined path for UE initial document. 

For the MCS UE configuration documents, the standard does say that "MCPTT UE configuration documents of a MCPTT user are contained as "XDM collections" in the user's directory of the "Users Tree"" so, at least for this type of document the path to be used for HTTP GET's and subscription is somewhat defined. 

We think this should be more thoroughly specified in the standard, and provide a base set of parameters for each configuration document, such as (UE accessible URI, Admin provisionable URI, detailed MASTER -> concrete document transformation procedures). In the current state of the standard, interoperability capacity is very low due to missing details and open interpretation possibilities. 

1.1.4
File Extension inclusion in XML values

In several places in the standard it is necessary to reflect documents filenames in different XML elements of the documents. In these cases, the full document file name has to be reflected, such as "mcvideo-userprofile-3shift.xml" or only the filename without the extension "mcvideo-userprofile-3shift".

Examples: 

· 3GPP TS 24.484  subclause 8.3.2.7 "The <ProfileName> element is of type "token" and specifies the name of the MCPTT user profile configuration document in the MCPTT user profile XDM collection and corresponds to the "MCPTTUserProfileName" element of subclause 5.2.7B in 3GPP TS 24.483"

· 3GPP TS 24.484 subclause 9.3.1 "The name of the MCVideo user profile document matches the value of the <ProfileName> element in the MCVideo user profile document."

We advocate for the full filename option in this case, although we hold a little uncertainty about whether this refers to the filename (or document selector in XCAP jargon) or to another kind of "document name. 

1.1.5
MCX Service Authorization

3GPP TS 33.180 defines two ways of performing MCX Service authorization with the MCX Server, but if we consider the full procedure a UE has to perform to bootstrap from cold start to a full working state within the network, there is a conflict with the REGISTER based workflow. 

The REGISTER authorization workflow is based on the idea of including the MCPTT Access Token right in the IMS REGISTER SIP message the UE sends towards the IMS network when contacting it for the first time. But if according to 3GPP TS 24.484, the UE must subscribe to the UE-initial-conf document and the default-user-profile, it has to be already registered in the IMS network, thus rendering the REGISTER workflow unusable. 

For the moment PUBLISH Authorization workflow seems to be the only alternative.

1.1.6
Misleading typos

There are some types in configuration documents which can be specially misleading or modify significantly the meaning of the sentence. Following are some of them: 

· "initial" word misplaced in sentences like "If there is no <mcvideo-UE-id> element in the MCVideo UE configuration document, then by default the MCVideo UE configuration document applies to all MCVideo UEs of the mission critical organization that are not specifically identified in the <mcvideo-UE-id> element of another MCVideo UE initial configuration document of the mission critical organization." This happens in 3GPP TS 24.484 subclauses 8.2.1, 9.2.1, 9.2.2.7, 10.2.1 and 10.2.2.7 sections.

· The extra point at MCPTT User Profile Document at section 8.3.2.5 of 3GPP TS 24.484. It now says "application/vnd.3gpp.mcptt.-user-profile+xml". That point after the "mcptt" is misleading and probably incorrect, as the other MCX User profile counterparts do not have it.

1.1.7
Duration Data Type in Service Configurations
In 3GPP TS 24.484  Section 8.4.2.6 (Page 84) it is stated that: 

The elements of "xs: duration" type specified above shall be represented in seconds using the element value: "PT<h>H<m>M<n>S" where <n> represents a valid value in seconds. 

NOTE 3: "xs:duration" allows the use of decimal notion for seconds, e.g. 300ms is represented as <PT0.3S>. 

If any of the elements of "xs: duration" type specified above contain values that do not conform to the "PT <n>S" structure then the configuration management server shall return an HTTP 409 (Conflict) response including the XCAP error element <constraint-failure>. If included, the "phrase" attribute should be set to "invalid format for duration" 

1. The first sentence is confusing, stating to use the XML Schema's duration data type, and also redefining it with a format string of "PT<h>H<m>M<n>S" to prevent the use of "<y>Y<m>M<d>D" between "P" and "T".

2. Also a few lines below, the format string changes to "PT <n>S".

We think that the actual intent behind this text is to define how an amount of time may be specified in the service configuration document. Our proposed way to do that would be to use the XML Schema's duration datatype without modifications as in the other configuration documents.

1.1.8
Nested PrivateCallKMSURI Element in User Profile Configuration

In 3GPP TS 24.484  Section 8.3.2.1 item 8)-i-C-I a PrivateCallKMSURI element that contains one or more entry elements is defined. However, in the XSD, the PrivateCallKMSURI contains another nested PrivateCallKMSURI element, so that for example the following XML snippet is the only way to define a KMS URI with the value "sip:kms1@example.com": 

 
<PrivateCallKMSURI>

 

<PrivateCallKMSURI>

 


<uri-entry>sip:kms1@example.com</uri-entry>

 

</PrivateCallKMSURI>

 
</PrivateCallKMSURI>

We hardly see any reason for this nesting, especially, because the only other elements within the outer PrivateCallKMSURI element are the anyExt and any element. To follow the textual description exactly only the following line is needed in the XSD to define the PrivateCallKMSURI element: 


<xs:element name="PrivateCallKMSURI" type="mcpttup:ListEntryType"/>
However, this would lead to a similar complex nesting, but at least not using the same name for the nested elements, e.g.: 

 
<PrivateCallKMSURI> 

  

<entry>

 


<uri-entry>sip:kms1@example.com</uri-entry>

 

</entry>

 
</PrivateCallKMSURI>

So it could be considered a definition like: 


<xs:element name="PrivateCallKMSURI" type="xs:anyURI"/>
Since the PrivateCallKMSURI is integrated in the enclosing PrivateCallList element using an anyExt element there can be an unbounded number of PrivateCallKMSURI anyway, which would satisfy the semantics of the textual definition in the standard. 

1.1.9
Resource Namespace/Priority in Service Configuration

In 3GPP TS 24.484  Section 8.4.2 it is stated that the emergency-resource-priority, imminent-peril-resource-priority, and normal-resource-priority elements have to contain two elements defined as follows: 

a) one <resource-priority-namespace> string element containing a namespace defined in IETF RFC 8101; and 

b) one <resource-priority-priority> string element element containing a priority level in the range specified in IETF RFC 8101; 

In IETF RFC 8101 Section 3.1 can be read that: 

The mcpttp namespace uses the priority levels listed below from lowest to highest priority. 

mcpttp.0 (lowest priority) 

mcpttp.1 

mcpttp.2 

[...] 

mcpttp.14 

mcpttp.15 (highest priority) 

The Namespace Numerical Value is 46. 

Analogously, the priorities for the mcpttq namespace are defined. 

So a priority is the namespace string followed by a period an integer in the range [0,15]. Accordingly, in the XSD the two elements are declared to contain strings: 

 <xs:complexType name="resource-priorityType">

 
<xs:sequence>

 

<xs:element name="resource-priority-namespace" type="xs:string"/>

 

<xs:element name="resource-priority-priority" type="xs:string"/>

 

<xs:element name="anyExt" type="mcpttsc:anyExtType" minOccurs="0"/>

 

<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

 
</xs:sequence>

 
<xs:anyAttribute namespace="##any" processContents="lax"/>

 </xs:complexType>


An example would be the following snippet: 

 <emergency-resource-priority>

 
<resource-priority-namespace>mcpttp</resource-priority-namespace>

   <resource-priority-priority>mcpttp.14</resource-priority-priority>

 </emergency-resource-priority>

However, this definition seems to be a little bit confusing, since the name of the namespace is repeated in the resource-priority-priority element, where many expect an integer. This would also have the benefit of eliminating redundancy, etc. 

We think that this definition could be improved to not only eliminate (potential errors due to) the redundancy (e.g. a namespace of mcpttp with a priority of mcpttq.0 could be defined) but also restrict the priority value. Consider the following XML Schema example snippet in contrast to the string data type: 

 <xs:element name="resource-priority-priority">

   <xs:simpleType>

     <xs:restriction base="xs:integer">

       <xs:minInclusive value="0"/>

       <xs:maxInclusive value="15"/>

     </xs:restriction>

   </xs:simpleType>

 </xs:element> 

1.1.10
On-network and Off-network: May, Shall and how often?

In 3GPP TS 24.484 Section 7.2.2.1 the contents of the mcptt-UE-initial-configuration root element are defined as follows: 

The <mcptt-UE- initial-configuration> document: 

1) shall include a "domain" attribute; 

2) may include a <mcptt-UE-id> element; 

3) may include a <name> element; 

4) may include a <Default-user-profile> element; 

5) may include an <on-network> element; 

6) may include an <off-network> element; and 

7) may include any other attribute for the purposes of extensibility. 

So, the <mcptt-UE-initial-configuration> element may contain an on-network element and may also contain an off-network element. In contrast, Section 7.2.2.6 states that "The <mcptt-UE-initial-configuration> element shall contain one <on-network> element and one <off-network> element." Additionally, in the XML Schema both elements are nested within a <xs:choice minOccurs="0" maxOccurs="unbounded"> which means they may occur and if they do, they may occur more than once. 

We would need some clarification on whether presence of an on-network/off-network element is mandatory or not, and in any case, whether a restriction to a single maximum occurrence should be considered. 

1.1.11
User Profile Document Name

In 3GPP TS 24.484 Section 8.3.2.8 it is stated, that The name of user profile configuration document shall be "user-profile", while in Section 8.3.1 the following definition is given: The name of the MCPTT user profile document matches the value of the <ProfileName> element in the MCPTT user profile document. 

We think the latter naming convention for user profile documents is more practical, since there are certainly more than one in most cases. However, the ProfileName element is not mandatory, so clarification would be needed.

1.1.12
User Profile: PrivateCallURI and PrivateCallProSeUser

The standard states in 3GPP TS 24.484  Section 8.3.2.1 that the PrivateCallList element contains a "<PrivateCallURI> element that contains one or more <entry> elements" and a "<PrivateCallProSeUser> element that contains one or more <ProSeUserID-entry> elements". 

In the XSD the PrivateCallURI element actually is of type EntryType itself and therefore a single entry (named PrivateCallURI) and not a list of elements named entry of type EntryType. Basically the same applies to the PrivateCallProSeUser element. 

However, because both are nested within a choice element with maxOccurs="unbounded" they themselves may occur more than once. 

1.1.13
Minor but recurring inconsistencies between Structure & Validation chapters and the XSD

In this section a few common types of inconsistencies between the standard text in natural language (mostly the Structure and Validation sections for every configuration document (in 3GPP TS 24.484 and 3GPP TS 24.481) and the XML Schema Definition, are listed with examples. Only one example per type is given. 

1. Undefined any, anyExt and anyAttribute elements that are, nevertheless, in the XSD. For example: In the mcptt-UE-initial-configuration complex type an any and an anyExt element are defined without being mentioned in the text. In the textual definintion of the mcptt-UE-id neither an any, anyExt, or anyAttribute element are mentioned, but present in the XSD. 

2. The attributeGroup IndexType is also never mentioned in the text.

1.1.14
Minor inconsistencies between the textual definition and the XSD

In this section a few minor inconsistencies between the standard text in natural language and the XML Schema Definition, are listed. 

· 7.2.2.3: mcptt-UE-initial-configuration: <xs:element name="HPLM"> maybe should be <xs:element name="HPLMN">
· 7.2.2.3: mcptt-UE-initial-configuration: <xs:element name="VPLM"> maybe should be <xs:element name="VPLMN">
· The Instance-ID-URN attribute in the mcptt-UE-initial-configuration complex type is never mentioned to be there in the text.

· 8.3.2.1: mcptt-user-profile: The EmergencyCall element in the PrivateCall element is defined mandatory, but optionally in the XSD.

1.1.15
The any, anyExt, and anyAttribute Discussion
There has been quite some discussion on the pros and cons of using the XML Schema's any element, anyAttribute, and in this case also the locally defined anyExtType (For the sake of readability in the following it will be referred to these elements/attributes casually as "anys".). Especially when it comes to the validation of XML documents, there are many different views. We want to point out some examples of noteworthy effects we encountered. 

Some noteworthy effects we have encountered so far are: 

First, let us have a look at a simple case - here is a snippet: 

    ...

        <oxe:supported-services>

            <oxe:service enabler="urn:urn-7:3gpp-service.ims.icsi.mcptt">

                <mcpttgi:mcptt-speech/>

            </oxe:service>

        </oxe:supported-services>

    ...

The error in this example is, that the <mcpttgi:mcptt-speech/> element does not belong directly under the oxe:service element. According to 3GPP TS 24.481 (Release 14) Section 7.2, this snippet must look like this (enclosing the <mcpttgi:mcptt-speech/> element within an <oxe:group-media> element): 

    ...

        <oxe:supported-services>

            <oxe:service enabler="urn:urn-7:3gpp-service.ims.icsi.mcptt">

                <oxe:group-media>

                    <mcpttgi:mcptt-speech/>

                </oxe:group-media>

            </oxe:service>

        </oxe:supported-services>

    ...

Nevertheless, using a standard XML Schema validator library the group configuration validates correctly against the associated XSD files. 

    ...

        <xs:complexType name="serviceType">

            <xs:sequence minOccurs="0" maxOccurs="unbounded">

                <xs:element name="group-media" type="mediaListType" minOccurs="0"/>

                <xs:any namespace="##other" processContents="lax" minOccurs="0"/>

            </xs:sequence>

            <xs:attribute name="enabler" type="xs:string"/>

            <xs:anyAttribute processContents="lax"/>

        </xs:complexType>

    ...

Another phenomenon that we encountered are "dangling elements" that are present throughout the XSDs. By that we mean elements that in the XSDs are never declared to be used in an enclosing element although the standard defines where they are to be used. This work using anys. Here is an example, a snippet from the mcptt-user-profile.xsd: 

    ...

    <xs:complexType name="PrivateCallListEntryType">

        <xs:choice minOccurs="1" maxOccurs="unbounded">

            <xs:element name="PrivateCallURI" type="mcpttup:EntryType"/>

            <xs:element name="PrivateCallProSeUser" type="mcpttup:ProSeUserEntryType"/>

            <xs:element name="anyExt" type="mcpttup:anyExtType" minOccurs="0"/>

            <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

        </xs:choice>

        <xs:attributeGroup ref="mcpttup:IndexType"/>

        <xs:anyAttribute namespace="##any" processContents="lax"/>

    </xs:complexType>

    ...

    <xs:element name="PrivateCallKMSURI" type="mcpttup:PrivateCallKMSURIEntryType"/>

    ...

    <xs:complexType name="PrivateCallKMSURIEntryType">

        <xs:choice>

            <xs:element name="PrivateCallKMSURI" type="mcpttup:EntryType"/>

            <xs:element name="anyExt" type="mcpttup:anyExtType" minOccurs="0"/>

            <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

        </xs:choice>

        <xs:attributeGroup ref="mcpttup:IndexType"/>

        <xs:anyAttribute namespace="##any" processContents="lax"/>

    </xs:complexType>

It would, for instance, also have been possible to write the PrivateCallKMSURIEntryType like this: 

    ...

    <xs:complexType name="PrivateCallListEntryType">

        <xs:choice minOccurs="1" maxOccurs="unbounded">

            <xs:element name="PrivateCallURI" type="mcpttup:EntryType"/>

            <xs:element name="PrivateCallProSeUser" type="mcpttup:ProSeUserEntryType"/>

            <xs:element name="PrivateCallKMSURI" type="mcpttup:PrivateCallKMSURIEntryType"/>

        </xs:choice>

        <xs:attributeGroup ref="mcpttup:IndexType"/>

    </xs:complexType>

    ...

However, because of the anyExt used to include one of those "dangling elements", we only know what to do with the PrivateCallKMSURI element because in 3GPP TS 24.484, Section 8.3.2.1 it is defined that: 

... 

The <mcptt-user-profile> document: 

... 

8) shall include one or more <Common> elements, each of which: 

... 

d) shall include one <PrivateCall> element. The <PrivateCall> element contains: 

... 

i) a <PrivateCallList> element that contains: 

A) a <PrivateCallURI> element that contains one or more <entry> elements; 

B) a <PrivateCallProSeUser> element that contains one or more <ProSeUserID-entry> elements; and 

C) an <anyExt> element which may contain: 

I) a <PrivateCallKMSURI> element that contains one or more entry> elements; and 

... 


This is, by the way, the minimal MCPTT user profile, that validates: 

    <?xml version="1.0" encoding="UTF-8"?>

    <urn:mcptt-user-profile xmlns:urn="urn:3gpp:mcptt:user-profile:1.0"

        XUI-URI="sip:foo@bar.baz"

        user-profile-index="1" />

Although the root element is a complex type with a choice element with minOccurs="1" and some mandatory elements in that choice this is possible. The reason is, that there is an any element with minOccurs="0", so one can choose "minimally 1 times 0 any" which results in an empty root element. 

1.1.16
MCData notifications

MCData notifications work in the following way:

When a MCData client sends a SDS or FD message, a request to receive notifications can be included. The MCData client who receives the message generates the notifications. The request to receive notifications is included in an additional field in message signalling. The notification messages use their own type and they are also included in the signalling part.

When the server receives a message including a notification request, it must save the Conv ID and Msg ID included in the message. This is necessary because when the server receives a notification it must check that the Conv ID and MSG ID included in it can be correlated to a previous message requesting the notification.

The MCData client must include the ID's from the message which requested the notification in the response. If the server cannot correlate a notification with a previous notification request, it must discard the notification message.

The following problem has been found:

According to 12.2.2.1.4) "if the incoming SIP MESSAGE request does not contain an application/vnd.3gpp.mcdata-info+xml MIME body with a <mcdata-controller-psi> element, shall reject the SIP MESSAGE"

It is stated that originating participating server must check the existence of this tag in the mcdata-info, otherwise it must reject the message.

According to 12.2.1.1 "The MCData client determines the controlling MCData function from the contents of the <mcdata-controller-psi> 
element contained in the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SDS or FD message request" and 12.2.1.1 4) shall insert in the SIP MESSAGE request an application/vnd.3gpp.mcdata-info+xml MIME body with an
<mcdata-controller-psi> element containing the PSI of the controlling MCData function;

The MCdata client must include this in mcdata-info part, which has previously obtained from the incoming SDS or FD message which includes notification request.

After checking section 9.2.2, which explains how to generate and process SDS messages, the <mcdata-controller-psi> does not appear at any subsection and it does not mandate to include it in SDS messages. Therefore, if we follow this procedure, it does not look possible to generate correct notification messages.
The solution to this issue could be for the server to include its PSI in <mdata-controller-psi> in the initial MESSAGE.

1.1.17
MCVideo Media ID field

A definition for the Media ID field is still missing in 3GPP TS 24.581. This field is used when the media is multiplexed and is included in some of the message definitions in Section 9.2.4. 

1.1.18
Usage of <mcptt-request-uri> element of mcptt-info+xml
As per 3GPP TS 24.379, <mcptt-request-uri> should be used as follows:

	3)
the <mcptt-request-uri> can be included with:

a)
a value set to an MCPTT group ID or temporary MCPTT group ID when the <session-type> is set to a value of "prearranged" or "chat"; and

b)
a value set to the MCPTT ID of the called MCPTT user when the <session-type> is set to a value of "private";


But, in subclause 11.1.1.2.1.1 of 3GPP TS 24.379, MCPTT ID of invited user is placed in MIME resource-lists body. To make prearranged group call and private call procedure consistent, the suggestion would be to remove usage of MIME resource-lists body in subclause 11.1.1.2.1.1 and instead use <mcptt-request-uri> element of application/vnd.3gpp.mcptt-info+xml MIME body.
1.1.19
Usage of <mcptt-called-party-id> element in mcptt-info+xml

The element <mcptt-called-party-id> of mcptt-info+xml MIME body contains redundant information which is already present in <mcptt-request-uri> element of mcptt-info+xml. 

The usage of element <mcptt-called-party-id> of mcptt-info+xml MIME body can be removed. Information is already passed to relevant entity using <mcptt-request-uri> element of mcptt-info+xml.

1.2
Technical Constraints
During the 1st MCPTT Plugtests some technical constraints regarding how to deal with SBC/NAT. Since during the 2nd and 3rd Plugtests there have been identified no standardised solutions for some of these constraints, the analysis and constraints are again collected here. Additionally, other common needs for clarification have been gathered (collected as CLARIFICATION) from some participants. 

The design of the MCPTT ecosystem as an overlay network on top of SIP/IMS core would allow a seamless and secure, by cyphering specific elements) traversal of information through the SIP/IMS core. The usage of participating ASs, MCPTT specific identities (mcptt-id, mcptt-client-id, etc) and the encoding of most of the relevant information in XML in the body of the SIP messages contributed to this de-coupling while making it possible to deploy MCPTT over different provider’s SIP/IMS Core (i.e. different trust domain).

However, in some cases, 3GPP TSs procedures assume “pure IMS/SIP Core” deployments, with direct e2e IP connectivity between the UE, the IMS/SIP Core and all the ASs for both the signalling and the media streams. Unfortunately, in most of the commercial SIP/IMS deployments (including VoLTE) there exist some kind of Source Border Controlling or NAT elements that either carry out some B2BUA operation and/or hide/replace original IP:PORT. That would include IMS-ALG/AGW/CGNAT/SBC/BCF/SIP-aware firewalls and DPI elements among others (we will use the term SBC indistinctly for all of them in this Section). The situation is particularly problematic in the MCPTT ecosystem since not only the signalling and audio streams need to reach the different AS but also the Floor Control. Additionally, the MCPTT Floor Control uses RTCP-APP which would be most of the time wrongly processed by currently available SBCs.

Although such kind of SBC elements are not considered as mandatory by 3GPP and the need to consider them in normative work could be argued, the participants agreed that some clarification/agreed procedure would no doubt reduce the deployment and integrations costs. In the following subsections this kind of problems are collected in subclause 10.2.1.

1.2.1
SBC: Contact Header

At least two different situations were identified already in 2nd Plugtests and are still pending.

1) Subclause 4.5 in 3GPP TS 24.379 specifies the use of the contact header to carry the session ID. Most SBCs would however remove the session ID from the contact header and/or replace it. MCPTT client needs anyway the session ID to release the session according to 3GPP TS 24.379. Additionally, IETF RFC 3261 states that “The Contact header field provides a SIP or SIPS URI that can be used to contact that specific instance of the UA for subsequent requests” only, so that the usage contact header to manage sessions could be re-visited. 

2) Following 1) and according to subclause 6.3.3.1.2, subclause 6.3.2.2.3 and subclause 6.3.2.2.4 MCPTT servers shall include the MCPTT session identity in the Contact header field of SIP INVITE requests and 200 OK final responses. Contact headers can be modified by any SBC in the path between the participating MCPTT server and the MCPTT client.  MBMS listening status reports sent by MCPTT clients shall include the MCPTT session identity in the MBMS usage info XML. MCPTT clients cannot learn the correct MCPTT session identity from the Contact header they receive in INVITE requests or 200 OK responses because it has been modified by an intermediate node.

Different alternatives were discussed to overcome both issues (out of standards), collected here for information purposes only:

For 1) A partner proposed considering the Session-ID header (IETF RFC 7989) as a possible alternative.

For 2) A partner proposed:

· The SBC could preserve just the user part of SIP URI which represents the MCPTT session identity. The client would include this value in the MBMS usage info XML and the MCPTT server could compare this value with the list of identities of ongoing MCPTT sessions, instead of the whole SIP-URI. 

· The MCPTT server could include a custom SIP header to be traversed transparently by the SBC set to the MCPTT session identity. The MCPTT client could learn the correct MCPTT session identity from this header.

· The MCPTT server could include an additional tag in MCPTT-INFO body indicating the MCPTT session identity. Again, the MCPTT client could learn the correct MCPTT session identity from this new tag.

1.2.2
SBC: MCPTT-5, Rx

PCC related test cases define either P-CSCF or MCPTT Participating AS triggered Rx-interface operations. The associated Diameter interface with the PCRF demands proper IP-CAN information to be conveyed from the UE to the Application Function (being that the P-CSCF of the AS).

In general purpose IMS/VoLTE deployments if the SBC element is included as IMS-ALG in the P-CSCF it can access that information before the border controlling mechanisms are applied and interface the PCRF with proper IP information.

Proposed solutions include either enforcing transparent modes in the SBC (not always possible due to MCPTT specific headers and SDP media components for media and floor control) or using custom headers.

1.2.3
SBC: Conveying P-Preferred-Service and P-Preferred-Identity

In order to properly map the mcptt_id and IMPU the P-CSCF needs to forward the PAI header with the proper IMPU to the participating (in case different IMPUs -i.e. sip, tel URI, etc- are provided). Similarly the proper P-Asserted-Service needs to arrive at the S-CSCF for proper service routing.

Subclause 10.1.1.2.1.1 in 3GPP TS 24.379 states in step 7) shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with the "require" and "explicit" header field parameters according to IETF RFC 3841;

Such headers should be properly forwarded by the SIP/IMS Core and any SBC in the path between the UE and the Participating. That would mean either a) trusting the MCPTT Client and the SIP/IMS Core copying the P-Preferred-X headers to P-Asserted-X counterparts in the inner trusted domain or ignoring them at the P-CSCF but properly setting them in any incoming request from MCPTT clients.

In fact, the procedure could be considered as ambiguous in 3GPP TS 24.379:

In subclause 10.1.1.2.1 for the client step 11) states that “it MAY include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229” while in the Participating MCPTT function in subclause 10.1.1.3.1.1 step 2) states that it “SHALL determine the MCPTT ID of the calling user from public user identity in the P-Asserted-Identity header field of the SIP INVITE request…”.
1.2.4
CLARIFICATION: Need for Client Authentication in IDMS

Many of the vendors’ implementations of IdMS and MCPTT Auth included/required Client Authentication using HTTP Basic Auth. 

Regarding 3GPP TS 33.180 this type of mechanisms is only mentioned a couple of times, for example: "Note that client authentication is REQUIRED for native applications (using PKCE) in order to exchange the authorization code for an access token. Assuming that client secrets are used, the client secret is sent in the HTTP Authorization Header." 

But nowhere else in the standard is mentioned the use of client authentication or Basic HTTP Auth mechanisms. It is missing completely from the example just below the aforementioned sentence, in section B.4.2.4. Moreover, most of the implementations require the presence of this Basic HTTP Auth (Authorization header) with a content consisting of user:password coded in Base64. This basic method is not specified in the standard (other than inter-domain auth), although it's specified in IETF RFC 6749. 

Adding an additional layer of client/UE authentication to the mix (apart from UE-id registering in the IdMS), would probably not represent any benefit. It really adds up to the UE registration phase, because instead of only provisioning the IdMS with the UE-id, the client secret must be also provisioned back to the UE. 

If a discussion finally validates this HTTP Basic mechanism, it would be reasonable to modify the standard to include more details about this, and clarify client authentication procedures. 

1.2.5
CLARIFICATION: eMBMS Bearer Preemption. Lack of notification to AS
When bearer preemption occurs, there is no 3GPP related way for the MCE to notify back to the Application Server that a bearer has been preempted. This results in the Application Server to think the bearer is going through, but the client will not receive anything anymore, or at least until the prioritized communication ends. 

The MCE should notify such bearer preemption back to the MME that should inform the eMBMS Gateway that could then inform back the BM-SC. Once the BM-SC is aware, it should inform back the AS through the MB2-C interface. 

1.2.6
CLARIFICATION: PMCH limitations impacting AS

A PMCH can only contain 28 bearers, so if there are numerous MCX bearers, the MCE needs to be carefully provisioned to allow for such quantity. This is done by creating more PMCH. However, it is also important to think about the capacity of such PMCH since MCPTT, MC Video and MC Data may not have the same capacity requirements. Finally, there can be only 15 PMCH per MBSFN area. 

This means that there is a correlation between the number of bearers, the MBSFN area and the capacity of the PMCH. The more bearers, the more PMCH and the less capacity per PMCH. The larger the PMCH are (to accommodate for video), the less PMCH there can be, hence limiting the number of bearers. 

Careful provisioning and interaction between BM-SC/MCE and AS is required to optimize the network based on the Mission Critical scenario. 

2. Actions:

To CT1,SA6,SA3 group.

ACTION: 
ETSI CTI Plugtests Team kindly ask CT1,SA6 and SA3 to answer above questions and update the standards if needed.
